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ABBREVIATIONS

LT
KP1

MAFRAA
COs0
Mk
ERM
FEid

CRO
RO

IDP
SDEIP
S0P
FASA
OH3
SMART
MAMCO
EXCO

Uthukela Dislrict Municipality
Koy Pedommance Indicators

Municipal Finance Manggerment Act
Committee of Sponsoring Crganisations
hMunicipal Manager

Enterprise Risk Management

Risk Maonagement
Chicf Rk Officer
Risk Management Officar

Integrated Development Plan

Service Delivery Budget Implementation Plan

Slandard Cperating Procedures

Murnicipal Syslems Act

Occupational Health and Safety

specific, Megsurable, Achievable, Realistic & Time bound
Managemeni Committec

Executive Comimillee
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2. DEFINITIONS OF TERMS

BASIC TERMS DEFINITON

Risk Risk is @ condition in which the possibility of loss exists

Impact or Outcome of an event

Severity

Proabability Extent to which the event is likohy fo ocour

Event Qccurence of a particular sel of circumstances

Cause Itemn or aclivity having a potential for a consegquence

Risk Management et of clements of an orgonisafion’s manogement system concermed

Rizk Assessment

Risk Analysis

Risk Identification

with managing risk

Owerall process of risk analysis and risk evaluation in order to identify
potentiol opportunifies or minimise loss.

Systermatic use of information to identify sources and to estimate  the
risk:

Process fo find, list and characterise eloments ofrisk

Risk Evaluation Process of comparing the estimated risk agains! given risk criteria to
determing the significance of the risk

Risk Control Aclions taken to lessen the probability of negalive conseguences
or both, associated with a risk,

Mitigation limitalion of any negative consequence of a parlicularevent

Risk Treatment Frocess of selection and implementalion of measures to modify risk

Eizk Avoidance

Risk Transfer

Risk Acceptance

Decisicn not 1o become involved in, or aclion to withdrow from, a risk
situcificry

Sharing with ancther parly the burden of loss or benefit of gain, for a
Tisk

Deciion to accept arisk

Residual Risk The level of Risk remaining after risk freatment

Inherent Risk Ihe risk fo an orgonisafion in the absence of any management
rmight take o olier either the risk probabilily orimpact

Risk Register A formal listing of risks idenfified, logether with the resuls of tho sk

analysis, nsk evaluation procedures logether with delails of risk
trecitrment, risk contraol, sk reduction plans.
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Chief Risk Officer
(CRQ)

Risk Champions

Stakeholder

Risk Matrix

Risk Profile

Risk Appetite

An efficial of the Municipality who has na ofher responsibilities except
for advising on, formulating, oversesing and managing all aspects of
an organisation's risk monogement systerm and  monitors  the
organisation’s entire risk profile, ensuing  thot  major risks are
idenfified and reported upwards. The CRO provides and maintoins
the rsk management infrastructure to assist the council in fulfilling ils
responsibiiticos.

The nsk chompions assist the CRO in the fulfilment of hisfher dufies,
These persons con be in line management in the departments but

have an alternative reparting line fo the CRO or report direclly o the
CRO.

Any individirgl, group or organisation that can affect, be offccted by,
or perceive itself to be affected by arisk

The numbers of levels of probability and conseguences chasen
against which to medsure risk.

The Municipality has an inherent and residual risk profile, These are all
the risks foced by the Municipality, ranked according to a risk malrix
and indicated graphically on a mairix. The Risk Score s determined
by mulfiplying the freguency and severity of the risk.

The level of residual risk that the organisation is prepared fo accept
withoul further mitigatfion action being put in place. or the amount of
risk an organisation is wiling fo accept in pursuit of value.
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3. PURPOSE

a} The purpose of this policy and siralegy is to provide guidonce to Council, Management
and staff of Uthukela Distict Monicipaolily [UDM) on the implementalion of the
municipal-wide risk management framework, The contents must therefore be read and
understood by ol Councilors, the Municipal Manoger, Senior Managers and line
supenvisors who will be responsible for implementing the relevani parts of the paolicy and
strategy in ther areas of responsibility, In addition this policy and strafegy serves as o
brase to set the key performaonce indicators [KPIs) and fargets regarding the level of risk
managemsent responsibility and performance that UDM will stive fo achieve and
against which all he municipality's operations and activities can be evaluated.,

b} In addilion the policy and slrategy provides UDM with o developed direction and
capability fowards on-going management of the UDM risk profle {risk register] and
embedding rsk management in day-to-day planning, execution, moniforing and
achievernent of organizafional goals.

4. LEGISLATIVE FRAMEWORK

The Municipal Manager has committed Uthukela District Municipality fo a process of risk
management that s dligned to the prnciples of good corporote governance, as
supported by the following:

+ Municipal Finance Management Act [MFMA), Acl no 56 of 2003.
= Public Sector Risk Management Framework
= Municipal-Wide Risk Management ramework

e L0500 Enterprise-Wide Risk Management Fromewaork

5. SCOFE

The risk management policy and strategy applies in the enfire municipal business and to all
role players in sk management as defined in the risk management policy and framewaork.

6. BENEFITS OF RISK MANAGEMENT

Uthukala implements and mainlains effective. efficient and fransparent systems of risk
management and internal control.  The risk management will assist the municipalily 1o

achieve, amang other Things. the following culcomes needed to underpin ond enhance
perfonmnce;
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= more sustainakble and religble delivery of services:

* informed decisions underpinned by appropriate figor and analysis;

» innovation in ferms of new ways of doing things to combat risk:

o reduced wosto:

= prevenlion of fraud and comupfion:

» beiter value for money through more efficient use of resources: and

+ belter oulputs ond outcomes through  Improved project and programme

menagermant,

PRINCIPLES OF UTHUKELA DISTRICT MUNICIPALITY ENTERPRISE RISK MANAGEMENT

The principles contained in this policy will be applied at balh strategic/organisational and
operational levels of Uthukela Municipality, The policy will also consider both inlermal and

external risks and will include risks such as projects risks, nter-departmenial risks, stakeholder
rsks etc.

Cur posilive approach fo risk management means thal we will not anly loock at the
sk of things going wrong but also risks relating to net laking advantage of
opporiunities or nol copitalizing on our inherent strenglhs as a municipality.

All risks and risk management activities will be aligned to the Uthukela Municipality's
values and principles, srategic. functional and operational objectives, processes
and procedures underpinning fhe business environmen| of Uthukela Municipality.
This implies thal risk management will not be performed in o vacuum or as an event,

but it will be embedded to the slrategy and operational day-to-day procossas of
Uthukela Municipality.

our risk managemen! approach will inform and direct our work te gain confidence
on the refiability of conlrol sfrategies and therefore provide assurance. rManagers
and staff at all levels wil have a responsibilily to identity, evaluate, monilor and
report on risks in their respective environment, and will be adequalely equipped fo
do s0.

We will anlicipate, and where possible, prevent risks resulting in unwanted ovents
rather than dealing with Iheir consequences. However, for some risks where the
likelihood of the risk is remate but the consequences are higgh, we will ensure that
business confinuity plans are developed and authorized by the Municipal Manager.
This will gliow us fo conlain the negalive effects of unlikely ovents, which might
accur. Examples of risks with a low likelihood may include nofural disaslers in South
Alrico.
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* In determining appropriate risk management confrols, we wil consider the impact
of the rsks occuming and the cosl of implementing the confrols and this will be
weighed against the potential benefits of reducing such risk.

" We will also ensure that all rele players wilh crifical reles in sk manogement
processes are copacilated and work-shopped on the risk management ramework,
policy and strategy.

8. ACCOUNTABILITIES, ROLES AND RESPONSIBILITIES

Role Player |
Council/EXCO | »

| g | .
Audit ®
Committee

[ ]

[ ]

[ ]
Risk .
Management

Commiltes "

Management

| Chief Risk T
| Officer (CRO)

Define the mission, vision and stralegic objectives

Role !

ldentify strategic risks threatening the achieving of siralegic
objectives [ERM at shralegic setting).

Approve the sfrategic and deparimental risk registers,

Delegate fhe responsibiity to idenlify and manage risks to
management [MM).

Monilor the adequacy ond eflectivensass of the gk rmanagement
processes through The Audit Commities and internal audit,

Report on the effectiveness of risk management in the annual repord, |
They review the stralegic and deportmental risk registers and
recommend to Coundcil.

They approve the three-year audit plan as well as the annual audit
plan of the municipality's infemal oudit department.

They review reports submitted by infemal audit regarding the control
environment,

They manage the relaticnship befween the internal auditors n::rnd.
Auditor-General .

Responsible  for the RM oversight Tunction including  business
canlinuity throughout the municipality.

Reparts quarterly fo Audit commillee on the implementation of risk
managemant policy and strategy.

Funclions on the basis of an opproved charter (lems of Reference) |
Take responsibility for strategic and operafional risks facing the
municipality throwgh their departments.

Put measures in place to mitigate unocceptable risks [risk action
plans).

Monitor the effectivenass of risk management processes fhrough The I
Lhief Risk Officer and review of internal audit and other operaticnal |
Feports.

Reacl quickly on recommendations for corective action by inlernal
audit and auditor-genernagl.,

Coordinales the devolopmen!, implemcntaticn, fﬁnni’rnr'lng cing

measurement and reporting of the enfire risk managernent process |
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within the municipality.

Reports monthly fo the Municipal Manager on Ihe implementation of
risk manogement policy and sirategy.

Reports quarterdy to the risk commillee on the implementation of risk
management policy and sirategy.

Risk

Management
Officer (RMO)

Operational

Risk
Committea

To assist the municipality fo embed and leverage |he benefils of risk
management 1o achieve ifs stated objectives.

Reviews |he rsk management process io improve the axisting
ENOCEss.

Faciitales annual risk monagement assessments and risk assessments
for all major changes and incidents.

Develop systems to faciliiate risk rmonitoring and risk improvomenis.,
Ensure all risk categaories are included in the assessmen,

Ensure that key risk indicalors ore included in the risk ragister,

Monitar progress on acfien plans identified in the risk r register, B
Coordinates operational risk management aclivities.

Maonitors the implementation of risk managemen! strafegy within
depariments.
Monitors  the
departments.
Monitors reporting of emerging risks in departments.

Reports fo the murnicipal rdsk committee through the Chiel Risk
Officer. -

implemantalion of mitigolion strotegies  within

Risk
Champion

Coordinates risk management activities within the department.
Reports o Heod of Deparfment on implementation of risk mitigation :
sfrategics, !
Aftend meetings of operafional risk committes [0 committes of risk
champions)

Internal Audi

Transfers high risks with controls fo the internal audit plan Tor ﬂppmval
by the Audit Committee.

Conducts internal audit assignments to test the effectiveness n:;rf
intemal controls put in place by monagement.

Frepares inlemal audit reports with opinions on the exient of
eflfectivenass of the intemnal confrols and  risk managerment
procasses,

Recommends fo managemen! for comective action where ::-::-n’rr-;::ls
are not followed or not working.

Prepores reports guarferly lo the audit committee regarding ’rhe
effectivenass of the conirol envionment and risk management |
processes within the municipality, |

External Audit

Sheaff

Provides independent assurance on |he effectiveness of risk
management, :

Comply with municipal legislkalion, policies and procedures,

Embed risk management on their day-to-day aclivities.

Participate in sk monagement processes such as Sperational and
process sk assessments. |
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9. RISK MANAGEMENT STRATEGY

The basis of the risk management process is o continuous cycle anchored in the five steps
of identifying, analysing, responding, moniloring and reporing risks as described in the
COSC framework [Commitles of Sponsering Orgonisations). Within each step of lhe
process, regular and meaningful communication is essentiol to improve the likelihood of
success. The following key COSO elements of the risk monagement process should be
foliowed in ensuring fullimplementation of the risk management policy of UDM.

Evant ldentification

Risk Asspzzment |

Rizk Response

Control Activities

Infarmation & Communicatian

Monitoring

Infernal Environment

The infernal envionment in risk management relates to the establishment of the risk
management infrastruclure and becomes the foundation for effective risk management,
The infernal environment should include:

The infegrity and ethical values of councll and execulive managemen|:

Manaogemen! philosophy and operating style;

Folicies and rsk management sirategy;

Risk monagement awareness:

Risk management accountability [risk manogement KPls in performance agresments of
managers);

Risk management committees for oversight:

Definition of roles and responsibilifies:

« Definition of the risk cppetile of the municipality in line with recent prior auditor-genenal
maleriality levels and prevaiing confral environment of the municipality based on
auditar-general reports and internal audit reports:

& & @& & &
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Objective Setfing

The starting point for risk managerment s a clear understanding of what the UDM is set fo
achieve (objectives). The cbjectives of UDM are cuffined in ils IDP, SDBIP and SOPs. Risk
Management is about managing fhreats thal might hinder the delivery of services and
raximizing opportunities that will help deliver them,

This requires that effective risk manogement should be alignad to the planning processes
and should toke info account the envirenment (intemal and extemal] within which the

municipality operates, To this end, when identifying risks objectives should be considerad ot
four levels, namely:

Shrategic: high level goals cligned wilh andg supporting UDMs mission [e.g. IDP cbjectives
per key performance area)

Operations: effeciive and efficient use of UDM resources (assets. budge!, people, etc):
Reporting: reliability of reporting [credibility of financial and performance information);
Compliance: compliance with applicabla laws, regulations and policies (e.g. MIMA, MSA,
OHS, et

Event Identification
Systematically and confinuously identify risks faced in meeling objectives

Annually and for each business objeciive management and councilors should identify
aevents (key business risks and opportunifies] at three levels, rarmely;

« First level, strategic risks against each strategic objective contained in the IDF,
councll and management should idenfify key risks that might impeds the
achievemen! of the business objectives. This should bo done by way of o risk
assessment attended by heads of departments and where possibie members of the
mayoral committes,

* Second level, operafional risks should be identfified lollowing the idenlification of the
strategic risks. The operational risks are based on the operational plans/SDBIPs of
departmenls and are focused on key business funcfions of departments. This
operational risks can also be done by way of risk assessment workshop, either os
part of the sirategic sk assessment or o separate deparimental risk ossessrment
wiorkshop aftended by section heods

= Third level, process risks should be identified for each business process linked to the
operafional risks of the department. This should be done through interviews with key
process custodians within the deportment, and the results collaborated with seclion
heads and where possible, head of departments,
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The folowing risk categeries should be taken into considerafion when identifying
potential risks:

Internal Envirenment

Human Resource

Financial and repaorting
Regulalony/Complionce

Project management/Service delivery

Heallh and safehy

Informalion Technology and Communication
o Business Continuity

(IS B - o R N

External Environment

o Environmental/Social
Fuolitical
Econamical
Feputafiondagl
Legal and compliance
Business Continuity

L B R o R R+

Risk Analysis and rafing of Inherent Risk
Assess the signilicance of risks fo encble the developrnent of Risk Responses

Once he risks have been identified, the likelihood of the sk occuring and the polential
mpact if the risk does occur should be assessed using < risk-rating fable adopted as parl of
the risk management fromework fre-Municipal-Wide Risk Management Framework].

Risk Response or Treaiment

0 Once rsks hove been anolysed appropriate risk responses wil be determined 1o
mitigale risks o on acceptable level within recsonable costs. UDM's inherent and

residual risk profie presenfed on the Risk Register should be monitored against the
target profile (residual risks rating).

b] Risk can be dealt with in various ways. The risk response opfions encompass all possible
management responses to risk, whether viewed o3 opporfunities, uncertaintics or

hazards, The risk response options and examples of activifies under each optlion are
outined below:

= Mitigate [sleps foken fo reduce either the likelihood orimpact eg. through
policies, procedures, reqgisters elc.);

= Transfer (sleps foken to shift the loss or liability to others e, Insurance on
vehicles, computers etc);
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v Exploit steps foken to leverage opportunities e.g. shrengthening relalicns with
other deporiments to assist in management of the risk):

" Avoid (steps taken to prevent the accurrence of hazards e.g. deciding nol lo
embark on a project, activity becouse it 5 toe rsky and has a higghby
hezardous impact); or

= Acceptance [on informed deckion to accept both the impac! and likelihood
of risk event e.g. risks that UDM can do nothing about but live with them and
just keep monitoring).

Ci Risk responses or freaiment decisions will be deliberated by managemen| during the
risk assessmen| workshop, This will include the identification of furlher actians io achisve
the desired residual risk. The risk committee has the ulfimate ovearsighl of the deciion
taken by management in this regard.

Control Activities

Afler a decision has been taken control octivitios nead to be considersd, The fundamental
approach in this regard is bwo-fold, nomely;

Q] The detemmination of existing confrol acfivities in the form of policies, procedures,
reqgisters, councll committees, legislation etc. This is then followed by the assessment of
the sirength of these controls in terms of miligating the risk identified. The ossessment is
referred fo as the “cument confrol effecliveness” o, if applied/complied with 100% and
diligantly, will the control mifigate Ihe risk identified? In other words, are there no
deficiencies in these confrols that may cause the risk 1o succeed? An exarmple is a
diligen! and commitled security guard sateguarding cash with na fire arm.

b} The implementalion of additienal confrols, if the residual risk s above the tolerable level
of ek (largeted residual risk).

Communication
Communicafing the risk management information and shrategies to the rest of UDM

The management of UDM should communicate the risk managemesent framework, sk
management policy and the risk register throughout the municipality, and ensure
awareress by all role players. This should be done through planned wor kshops pricrilizing all
deparmenlis ond sections of the municipality. Risk management information should be
stored on local networks to ensure easy aCCassibility.
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Risk Monltoring
Q) The purpose of the monitoring and review are to:

= Provide assurance thal risks are being mitigated as expected (risk action plans are
being implemented by risk owners);
Assess whether the risk response plons remain relevant: and
Ensure fhat the risk profie reflects emearging risks during the course of the financial
year. i.e. new exposures through on-going of maonagement reports, internal audit
reports, auditor-general reports, media, efc.

k) Risk monitoring should consist of o combination of regular communicalion, periodic
reviews and evaluation by independent assurance providers such as inlermnal and
external guclits.

c] Key aspects of monitaring will be:

« Assessment of the quality and approprictencss of mitigating actions, in tems of
adherence o the SMART principle.

+ Regulor monitoring reports from all depariments within the municipality on a
regular basis fo the sk moanagement unit.

« Verification of implementation of risk action plans by Ihe sk management unit
for review of the residucl risk.

d| Possibilities of incorporating Risk Managemen| Reporting as a slanding agenda itern ot
a managament meeting {MANCO] after coch guarter or establishing an Audit and Risk
Commiltee should be considered by Council in consultation with Ma nagemeant.

Reporting

a) UDM will ensure that information is recoived by the cppropriale interested parties in risk
rranagement ie,

Municipal Coundil

EXC

Audit Committes

MANCO

Rizk Management Commilles

) On a fimely basis, in o form and format that will qid the monitoring and conlrol of the
business.
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c} Key reporting information will include:

= Crifical risks facing. or polentially facing the municipdlity [e.q. top 10-30 risks from
the sk register);
Department risk registers
Ernarging risks from the ordinary business of UDM:

+ Updated residual risks due to implementation of risk mitigafion plans EXs}
duariery updated risk register);

= Quartery risk stotus on implementation of risk action plans across depariments.

d) The information provided will allow counci and the risk committes 1o determine that
the implementafion of the risk manogement strafeqgy hos been offective. An
opporlunity to idenfify inherent inefliciencies and bofilenecks wil be idenfified
fimeously for decision making (i.e. review fhe risk management strategy and policy,
etc].

10. ESTABLISH THE PROCESS OF ONGOING RISK MANAGEMENT

Whilst every employves in the municipality is responsicle for rmanaging fsks in fher
individual porls, some people have additional resporsibilities. This strategy should be
driven by the Municipal Manoger and delegated to |he Chief Risk Officer and
rmanaged by the Risk Committes.

11. ADMINISTRATION

The policy and strategy should be reviewed annually by the Risk Committee [through the
Municipal Monager] in arder o keep updated wilh the developmenis in risk ma nagemenl.
The reviewed strategy will be approved by counci by wiay of a resolution.,
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12. AFPROVAL

Approved by Council;

Date Approved
lfem Number

Resolution

Review Date
Iltem Number

Resolufion

Complied by

Date

Reviewed by

Recommended by :

Date

30/06/2015
A43/06/2015

“The Risk Management Policy and Strategy be adopted”

30/06/201&

A3&6/06/2016

1. Council approved the review of the Risk
Management Policy and Strategy

2 A workshop be conducted to Council
3. Conduct gawareness fo all employees

A DOMUN
RISK OFFICER

30/06/2014

CHAIRPERSON: RISK, COMPLIANCE & FRAUD PREVENTION

30/06,/2014
|

iy{uu
MUNIC
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