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AEBBREVIATIONS

VDM
KFI
MFhAA
COs0
fhA

ER R
b

CRO
RO

ICP
SODBIF
S0P
fAS A
OH3
SMART
MANCO
EXCC

Uthukela District Municipality
Fey Performance Indicators

Municipal Finance Manogement Act
Committes of Sponsoring Organisalions
Municipal Manager

Enterprise: Risk Management

Risk Manogemenl

Chief Risk Officer
Risk Management Officor

Integrated Development Flan

service Delivery Budget Implementation Plan

Standard Operating Procedures

Municipal Systems Act

Occupational Health and Safety

specific, Measurable, Achigvable, Realistic & Time bound
Management Cormmittee

Executive Commities
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2. DEFINITIONS OF TERMS

BASIC TERMS
Risk

Impact or
Severty

Probability

Event

Cause

Risk Management

Eizk Assessment

Risk Analysis

Risk Identification
Rizk Evaluafion

Risk Control

Mitigation
Risk Treatment
Rizk Avoidance

Risk Transfer

Risk Acceptance

Residual Risk
Inherent Risk

Risk Register

DEFINITON

Risk is o condilion in which the possibility af loss exists

Cutcome of an event

Extent o which the event is likely toocour
Qocurrence of g particulor set of circumstances

ltem or activity having a potential for o consequence

set of elements of an organisation's ma nagaement system concemed
with managing risk

Overall process of risk analysis and risk evaluation in order to identify
potenlial opporunities or minimise loss.

Syslematic use of information to identify sources and o estimate  |he
risk.

Frocess to find, list and characterise elements of risk

Process of comparing the estimated risk against given risk criteria to
deterrmine the significance of the risk

Aclions faken to lessen the probability of negafive consequences
or both, ossociated with o risk.

Limitation of any negative conseguence of o parficular event

Process of selection and implementation of measures to modify risk
Decision not lo become involved in, or cction to witharow from. a risk
situation

sharing with another party the burden of loss or benefit of gain, lor a
risk:

Decition to accepl arisk
The level of Risk remaining after risk reatment

The risk to an organisation in Ihe absence of any managerment
might take to alter eilher the risk probability orimpact

A formal fisting of risks identified, fogether with the results of the risk
analysis, risk evaluagtion procedures together wilh details of risk
freatment, risk confrol, risk reduction plans.

3 | Uthukela District Municipality



Uthukela District municipality
Risk Management Policy and Strategy

Chief Risk Officer
[(CRO)

Risk Champilons

Stakeholder

Risk Matrix

Rizk Profile

Risk Appetite

An official of the Municipality who has no other responsiciitios except
for advising on. formulafing, oversesing and manoging all aspects of
an  organsafion’s sk monagement  system and  monitors the
organisation's entire risk profile, ensuring  that  major risks are
iantilied and reported upwards. The CRO provides and maintains
the risk management infrasfruciure to assist the council in fulfiling its
responsitilities,

The risk chompions assist the CRO in the fulfiment of his/her duties.
These persons can be in line management in the departments bul
have an altemnative reporting line to the CRO or report direclly to the
CRO.

Any individual, group or organisation that can affect, be affected b,
or perceive itself to be offecled by arisk

The numbers of levels of probability and consequences chosen
agains! which fo measurs risk,

The Municipality has an inherent and residual risk profile. These are all
the risks faced by the Muricipality, ranked according to o risk rmatrix
and indicated graphically on a malix. The Risk Score i determinged
by mulliplying the frequency and severily of tho sk,

The level of residual risk thal the arganisation is prepared {0 accept
without further mitigation action being put in place, or the amount of
risk an organisation i wiling to acceptin pursuit of value,
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PURPOSE

a) The purpose of this policy and stralegy s to provide guidance to Council, Management
and staff of Uthukela District Municipality [UDM] on he implementation of the
municipal-wide risk management framework. The contents must therofore be read and
understocd by all Councilors, the Municipal Mancger, Serior Managers and line
supenisors who will be responsitle for implementing the relevant frarts of the policy and
strategy in their areos of responsibility. In addition this policy and strafegy serves 05 g
brase to set the key pedormance indicators (KPIs} and targels regarding the level of risk
management rasponsibility and performance thal UDM will shive to achieve and
against which all the municipality's operafions and activities can be evaluated,

b] In addition the policy and sfrategy provides UDM with a developed directfion and
capability towards on-going management of the UDM risk profile (risk register) and
embedding risk manaogement in day-to-day planning. execulion, monitoring and
achievement of organizational goals,

LEGISLATIVE FRAMEWORK

The Municipal Manager has commitied Uthukeia Distric Municipality to a process of risk
management that s aligned to the principles of good Corporate govemnanocs, as
supported by the following:

* Municipal Finance Management Act [MFMA), Act no 56 of 2003,
= Public: Sector Risk Management Framework
= Municipal-Wide Risk Management Framework

+  COS0 Enferprise-Wide Risk Manogement Framework

SCOPE

Ihe risk monagement policy and siralegy applies in the entire mu nicipal business and to all
role players in risk management as defined in the risk mao nagement policy and fromework.

BENEFITS OF RISK MANAGEMENT

Uthukela implemenls ond maintains effective, efficient and fransparent systerns of risk
management and infermnal confrol,  The risk management will assist the rrunicipality to

achieve, among other things, the following cutcomes needed fo underpin and enhance
performance:
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* Mo sustainabie and relioble delivery of services:

« informed decisions underpinned by appropriate rigor and analysis:

* innovation in terms of new ways of doing things fo combat risk;

o reduoced wiosle:

* prevention of froud and comuplion;

*  better value for money through mare efficient use of resources: and

» befler outputs ond outcomes through  improved froject and  programme

management.

7. PRINCIPLES OF UTHUKELA DISTRICT MUNICIPALITY ENTERPRISE RISK MANAGEMENT

The principles contained in this policy wil be applied ot both strategic/organisational and
operational levels of Uthukela Municipalily. The policy will aso consider both infernal and
extemnal risks and will include risks such as projecis risks, inter-departmental risks, stakehalder
risks efc,

Qur positive approach to sk management means that we will not only look at the
risk. of things going wrong but also risks relating o not toking odvantage of
appRortunities or not capitalizing on our inherent strengths as g rmunicipality,

All risks and risk management activiies will be aligned to the Uthukela Municipolily's
values and principles, sirafegic, tuncticnal and cparaticnal objectives, processes
and procedures underpinning the business environment of Ulhukela MLINICpality.
This implies that risk monagement will not be performed in a vacuum or as an event,
but il will be embedded to the strategy and operational day-to-day processes of
Uthuke:la Municipality,

our risk management approach will inform and direct our work o gain confidence
on the reiability of confrol sirotegies and therelore provide assurance. Managers
and staff at gl levels wil have a responsitility o identity, evaluale, monitor and
report on risks in their respective environment, and will be adequaotely equipped o
co so.

We will anficipate. and where possible, prevent risks resulting in unwaonled events
rather than dealing wilh their consequences. However, for some risks where the
kelihood of the risk is remote but the consequences are high, we wil ensure that
business continuity plans cre developed and aulhorized by the tMunicipal Manoger.
This will allow us to contain the negalive effects of unlikely events, which might

occur, Examples of risks with a low likelihood may include notural disasters in South
Africa.
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= In determining appropriate risk management confrols, we wil consider fhe impaoct
of the risks occuring and the cosl of implementing the confrals and this will be
weighed against the potential benefils of reducing such risk.

" We wil also ensure that all role players with critical roles in risk management
processes are copacitated and work-shopped on the risk mandagement framework,
policy and strategy.

8. ACCOUNTABILITIES, ROLES AND RESPONSIBILITIES

Role

Council/EXCO | »

| -

‘ Role Player |

Define the mission, vision and siralegic objectives

Identify strategic rnsks threatening the achieving of strategic
objectives [ERM ot strategic setting).

Approve the strategic and deparfmental risk regisiers.

Delegate  |he responsikilily to  identfify and manage  risks fo |
management [Mhd).

Monitor he adeguocy ond effectivensss of the risk management
processes through the Audil Committee and intemal audit,

e e [ ]
Auvdif .
Committes

-
-
[ ]

Risk e
Management
Commiitee -

[ ]

Report on the efflectiveness of fisk management in the annual report. |
They review the strategic and ceparimental risk registers and |
recommend fo Coundcil.

They approve the three-year audit plan as well as the annual audil
plan of the municipality's inlernal cudit department.

They review reports submitted by inlernal audit regarding the conlrol
environmend, I
They manage the relationship between the internal auditors and
Auditor-General

Responsible for the RM  oversight function including business
continuity throughout the municipality,

Reports guartery to Audit commitiee on the implemaentalion of risk
management policy and strateqy.

runcfions on the basis of an approved charler {Terms of Reference}

Management |«

Toke responsibiity for strafegic and operational risks facing the
municipality through their depariments.

Pul measures in place to mitigate unacceptable risks (risk action |
plans), |
Monitor lhe effectiveness of sk management processes through the |
Chief Risk Officer and review of internal cudit and other operalional |
reports. _
React quickly on recommendations for comeclive acfion by internal |
audit and auditor general, '

| Chief Risk .
| Officer (CRO)

Coordinates fhe development, implamentation, monitoring and |
measurement and reporting of the entire risk management process |
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within the municipality.
Reports monthly fo the Municipal Manages on the im plementation of
risk management policy and stralegy.

Repaorts quartery to the risk committee on the implementalion of risk |
management policy and strateqy.

Risk
Management
Officer (RMO)

To assist the municipality to embed and leveroge the benefils of risk
management to achieve its stafed objectives.

Reviews the risk manogemenl process to improve the existing
process,

Facilitates annual risk monagement assessments and risk QssEsments
for all major changes and incidents.

Develop systems to faciitate risk monitoring and risk improvernents. |
Ensure all risk cotegories are included in Ihe asscssment.

Ensure that key risk indicators are included in the risk reqisler. |

Operational
Risk
Commitiee

& ® ¥ 4 & @

Manifor progress on aclion plans identified in the risk register,
Coordinates operational risk management activifies.

Monitors the implementalion of risk management strateqy within
depariments.
Monitors  |he
departments,
Manitors reporting of emaerging risks in departments.

Reports fo the municipal sk cormmittee thiough the Chief Risk |
Cifficer. |

implementation  of mitigafion  strategies within |

Risk
Champion

Coordinates risk management activities within the department. |
Reporls to Head of Departmen| on implementation of risk mitigaticon |
strategies. .
Attend meetings of operalional risk committes (o committee of risk |
champions)

Internal Audit

Transfers high risks with controls to the internal audit plan for approval |
by the Audit Committes, |
Conducts inlemal oudil assignments to test the effeclivensass of |
internal controls put in place by managemsant.

Prepares internal oudit reports with apinions on the extent of |
affectiveness of the infernal controls and sk moanagemeant
ProCesses. '
Fecommends lo management for corective action whare confrols
are not followed or not working.

Prepares reports quaorterly to the audit committec regarding fhe
effectivenass of the control environment and risk management |
processes within the municipality.

External Audit

Provides independent assurance on the effeciiveness of risk |
margagement,

Staff

Comply with municipal legislation, policies and procedures.
Embed risk management on their day to-day activities. ,
Parficipate in risk manogement processes such as oparalional andg

process risk assessments.
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¥, RISK MANAGEMENT STRATEGY

The basis of the risk management process is a confinuous cycle anchored in The five steps
of idenlilying, analysing. responding, moniloring and reporting risks as described in the
COS0 fraomework [Committoe of sponsaning  Organisations). Within each step of the
Frocess, regular and meaningtul communicafion is essential to mprove the likelihood of
success, The following key COSO elemeants of the rigk managemeant process should be
[ollowed in ensuring full implementation of the risk management policy of UDM.

Risk Adsessment

Rizk Kesponse

Controd Activities

Information & Communication

Mlaanitoarimng

Internal Environment

The internal environment in sk management relates to the establishment of the risk
management infrastructure and becomes the foundation for effective risk management.
The internal envionment should include:

The integrity ond elhicol values of council and cxecutive managemesent:

Managemen! philosophy and operating style:

Policies and risk management strategy;

Risk management owareness:

Risk management accountability frisk ma nagement KPS in perfarmaonce agreements of
MonCHgers);

Kisk management committees for ovarsight;

* Definition of roles and responsibilifies:

= Definition of the risk appetile of the municipality in line with recent prior auditor-gensral
matenality levels and prevailing confrol emvironmen! of the mu nicipality based on
audifor-genaral reports and intemal gudit reports;
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Objecfive Selting

The starfing point for sk management is a clear understanding of what the UDM is set o
achieve (objectives). The objeclives of UDM are outlined in ils IDF, SDBIP and 50Ps.  Risk
Management s about managing threats that might hinder the delivery of services and
miQximizing opportunifies thal will help deliver them.

This requires thal effective risk management shoukd be aligned fo the planning processes
and should foke into account the envirconment (internal and extarnal] within which the
municipality operates, o this end, when identifying risks objecives should be considercd gl
four levels, namety:

Strategic: high-level goals aligned with ond supporting UDMs mission {e.g. IDF objectives
per key performance aredq)

Operalions: effective and efficien| use of UDM resources (assets, budget, people, etc):
Reporting: reliability of reporting [credibiity of financial and pedormance informeation):
Compliance: complicnce wilh applicable laws, regulations and policies [e.g. MFIMA, M5A.
o5, efc)

Event Identification
Systematically and confinuously identify risks faced in meefing objectives

Annudlly and for each business objective management and councilos should idenfify
avenls [key business risks and opportunities) af three levels, nomehy:

= Frst level, sirafegic risks againsl each strategic objective contained in the IDP,
councl and management should identily key risks that mighl impede the
achievement of the business objectives. This should be done by way of o risk
assessment attended by heads of departments and where possible members of |he
mayoral Commitioe,

* Second level, operafional risks should be idenfifed following the identification of the
slrategic risks, The operational rsks are basad an the operational plans/SDBIPs of
deporiments and are focused on key business functions of departments. This
operational rfsks can also be done by wiay of risk assessment workshop, either as
part of the strategic risk assessment or o scporate deparfrnental risk assessment
workshop attended by section heads

= Third level, process risks should be identilied for cach bBusiness process linked o the
operafional risks of the department. This should be done through interviews with key
process custodions wilhin the department, and the results colloborated with sachion
heads and where passible, head of departments,
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The folowing risk categones should be taken inte consideration when iddenlifying
protential risks:

Infernal Environment
o Hurmman Resource
Financial and reparting
Regulalory/Compliance
Project manogement/Service deliveny
Heolth and sofety
infarmation Technology and Communication
Business Confinuity

2000960

External Environment

o Environmenial/Social
Polifical
Econarmical
Reputafional
Legal and compliance
Business Continuity

O Q90 D0

Risk Analysis and rating of Inherent Risk
Assess the signiticance of risks to enable the development of Risk Responses

Once fhe risks have been identificd, the likelihood of the sk occuring and the potential
impact if the: risk does occur should be assessed using a risk-rating fable adopted as part of
the sk management framewaork (re-Municipal-Wide Risk Management Framewaork),

Risk Response or Treatment

a) Cnce risks have been analysed appropriate risk resporses wil be determined to
mifigate risks o an acceptable level within reqsonable costs. UDM's inherent ond
residual risk profile prosented on the Rigk Register should be monitored cgainst the
target profile (residual rsks raling).

B} Risk con be dealt with in various ways. The risk response options encompass all possible
management responses fo sk, whelher viowed oz opporfunifies, uncerlainfies o
hazards. The risk response options and exomples of activities under each option are
outlined bejow:

*  Mitigate [steps loken to reduce either the likelihood o impact e.g. through
policies, procedures, regislers ete);

= Transfer [steps faken io shiff the loss or liability to others ie. Insurance on
vehicles, compulers ef):
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= Exploit [sleps taken to leverage opportunilies e.g. stre ngthening relaticns with
other depariments to assist in management of the risk];

*  Aveid (sfeps taken to provent the occurrence of hazards o.g. deciding not 1o
embark on o project, activity becaouse it s too fisky and has o highly
hozardous impact]; or

* Acceptance [an informed deciion 1o accept both the impoct and kelihood
of risk event e.g. risks that UDM can do nothing about but live with fhem and
jusl keep manitoring).

¢] Risk responses or treatment decisions will be deliberated by managament during fhe
risk ossessment workshop. This will include the identification of Turther acfions o achieve
the desired residudl risk. The risk committee has The ulfimate oversight of the decision
taken by management in this regard.

Confrol Activities

After a decision has been taken control activities need io be considered. The fundamental
approach in this regard is lwo-fold, namely;

aj The determination of existing confrol activities in the form of policias, procedures,
registers, council commiltess, legisiation etc. This is then followed by the assessment of
the strength of these confrols in terms of ritigating the risk identificd. The assessment i
refercd fo as the “current confrol effectivenass™ie. if applicd/complied with 100% and
diigently, will the confrol mitigote the sk identilied? In other words, are there no
deficiencias in these conlok that may cause the fisk lo succecd? An sxaomple i o
diligent and commilled security guard safequarding cash with ne fire am,

Bl The implementafion of additional contrels. if |he residucl risk is above fhe [olerable lavel
of risk (fargeted residual risk).

Communication
Communicafing the risk management information and sirategies to the rest of UDM

The management of UDM should communicate the risk managemeenl framewaork, risk
management policy ond the rsk register throughout the municipdlity,. and ensure
dwareness by all role playvers. This should be done through planned workshops pricritizing all
departments and sections of the municipality. Risk management information should be
stored on local networks to ensure easy accessibilily.
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Risk Monitoring
a) The purpaose of the monitorng and review are to-

» Provide gssurance |hat risks are being mitigoted os expected [risk action plans are
being implemented by risk owners):

= Assess whether the risk response plans remain relevant: and

* Ensure that the risk profie reflecls emenging risks during the course of Ihe financial
Yoar e, new exposures fhrough on-going of managemen! reports, internal audit
reports, auditor-general reporls, media, ete.

b] Risk monitoring should conssl of o combination of regular communication, penodic
reviews and evaluation by independent assurance providers such as internal and
external audifs.

e} Key aspects of moniloring will be:

+ Assessment of the quality and appropriateness of mitigafing actions, in terms of
adherence lo the SMART principle.

+ Regulor moniforing reports from all departments within the municipality on a
reguiar basis to the sk management unit,

» Verificafion of implementation of risk action plans by the risk management unit
for review of the residual risk.

d] Possibilifies of incomporaling Risk Monagement Reparting as o standing agenda item at
a management meeting (MANCO)] after each quarter or establishing an Audit and Risk
Committee should be considered by Council in consultation with Ma nagement,

Reporting

a) UDM will ensure that information is received by the cppropriaote inferested parties in risk
rreanagement ie,

Municipal Council

EXCO

Audit Comimillee

MANC O

Risk Maonagement Committes

F & & @ &

B On a timely basis, in a form and format that will aid the manitoring and conlrol of the
business.
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<) Key reporfing information will include:

» Crifical risks focing, or potenfially lacing the municipality [e.g. top 10-30 risks from
the rigk register):
Department risk regislers

« Emerging risks from the ordinary busingss of UDM:

* Updaled residual risks due to implementation of risk mitigation plans (e.g.
quartery updated risk register);

= Gluartery risk sfatus on implementation of rsk aclion plans across departments,

d} The information provided will allow councll and The risk commitlee to determine [hat
the implementation of the risk manogement shhategy hos been effective. An
opporunily to identify inherent inefliciencies and bolllenecks will be identified

limeously for decision making (i.e. review the risk manageaemeant strategy and policy,
etc).

10. ESTABLISH THE PROCESS OF ONGOING RISK MANAGEMENT

Whilst every employes in the municipality s responsible for managing risks in their
ndividual parts, some people have additional responsibilities, This strateqgy should be

driven by the Municipal Monager and delegated fo the Chief Risk Officar and
managed by the Risk Commilles.

11. ADMINISTRATION

The policy and stralegy should be reviewed annually by the Risk Committes (through the
Municipal Manager] in order fo keep updated with |he cevelopments in risk management.
The reviewead slrategy will be aopproved by counc by way of a resolution.
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12. APPROVAL

Approved by Council;

Date Approved : 30062015

ltem Number 3 A43/06/2015

Resolution - “The Risk Management Policy and strategy be adopted”

Approved by Accounfing Officer

Ef"i/mﬂﬂ_
E

15 | Uihukela Dislrict Municipality



